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The BeSmartOnline! Project

The Consortium

Malta Communications Authority

Foundation for Social Welfare Services – Aġenzija Appoġġ 

For the past eight years, BeSmartOnline! has served as the national Safer Internet Centre (SIC) for Malta and is 
implemented through a Consortium, which is led by the Malta Communications Authority (MCA), and brings together 
the Foundation for Social Welfare Services – Aġenzija Appoġġ (FSWS), the Office of the Commissioner for Children 
(CfC) and the Directorate for Learning and Assessment Programmes (DALP).

The Maltese SIC is represented in the European-wide network of Centres, Insafe.

The project is defined by the following strategic objectives:

As aforementioned previously, the Project is implemented through a consortium of different national entities 
and is coordinated by the MCA. These national entities hail from different spheres and thus, contribute their 
relevant areas of expertise. The Consortium is managed through a Steering Committee, which is composed of 
representatives from all the members. In addition, the Steering Committee is supported by approximately 40 
external observers and advisors. Chaired by the MCA, the Committee develops the strategy and objectives, 
which are subsequently implemented by a Project Management Team. This team comprises members 
nominated by the Steering Committee and is headed by a Project Coordinator, who is nominated by the 
Committee’s chair.

ýý To equip children, parents and educators with the 
necessary knowledge to be in a position to identify 
the risks that exist online;

ýý To devise innovative, attractive and highly-
informative awareness campaigns;

ýý To implement in-school campaigns in all local 
primary and secondary schools during the 
academic years 2017;

ýý To actively provide information to educators and 
parents to allow them to take a pivotal role in the 
protection of minors in the online environment;

ýý To set up a Youth Panel that will act as a consultative 
body for the development of awareness-raising 
activities, material and campaigns;

ýý To create an Advisory Board, composed of different 
professionals in order to ensure the contribution of 
holistic expertise to the subject matter;

ýý To cooperate with other centres in the European 
network;

ýý To participate in the Insafe training meetings;

ýý To actively contribute to the INHOPE network;

ýý To offer facilities for individuals to obtain advice on 
how to deal with various online risks;

ýý To reinforce the operation of a helpline concerning 
various issues including grooming, sexting and 
cyber bullying;

ýý To offer the facility of a hotline for individuals to 
report illegal online content or behaviour and act 
as a national alert platform; and

ýý To implement targeted awareness-raising 
initiatives for vulnerable groups where children 
are most at risk in the digital world, due to their 
disadvantaged backgrounds.

As the lead partner in the project, the MCA is responsible for the overall planning, management 
and reporting of the project outcomes to the European Commission. As part of this activity, the 
MCA coordinates directly with the SIC in the development and implementation of innovative 
and attractive awareness campaigns. Apart from employing traditional and online media, the 
MCA also organises a number of Information Days and dedicated seminars and produces 
various informative and engaging online and offline resources that are disseminated through 
various channels. 

The MCA is the national body responsible for the regulation of the communications sectors 
in Malta, namely electronic communications services, eCommerce and postal services. It is 
also responsible for a number of information society policies, eInclusion, internet safety and 
internet governance. Apart from its traditional regulatory role, the Authority has in the past 
years embarked on various initiatives with the aim of achieving widespread eLiteracy, digital 
inclusion, a better quality of life through the adoption of ICTs, and a better internet that is safe 
and accessible to everyone. 

The FSWS incorporates the three main social welfare agencies (falling under the auspices of 
the Ministry for the Family and Social Solidarity) offering comprehensive prevention, support 
and treatment service programmes, both in community and residential settings. Aġenzija 
Appoġġ is one of these agencies and its primary objective is to enhance the lives of people 
in need, through the provision and availability of professional care and support. This is done 
by offering a number of services which focus on and give priority to children, their families 
and persons in vulnerable situations or who are at risk of social exclusion. Amongst its many 
services, Aġenzija Appoġġ also operates a national Helpline, Supportline 179. Through the 
BeSmartOnline! Project, the Supportline 179 has been extended to include any internet 
related assistance that may be required by the general public.

Aġenzija Appoġġ has also started to operate a hotline via www.childwebalert.gov.mt. The 
hotline offers a platform whereby the general public can report illegal content and activities 
undertaken online. Both the hotline and the helpline benefit from the fact that the Agency is 
well-placed to draw on the support of other specialised agencies that form part of the same 
Foundation.

Office of the Commissioner for Children 

The CfC is responsible for organising and coordinating the BeSmartOnline! Youth Panel. The 
Youth Panel was set up with the aim of creating a clear channel of communication between 
youth and the SIC. Furthermore, the Youth Panel serves to empower children and young 
people to voice their opinions, as well as to share their ideas on how to create awareness on 
internet safety. 

The CfC was set up in terms of the Commissioner for Children Act of 2003, to promote the 
welfare of children and in compliance with the UN Convention on the Rights of the Child. The 
Office acts as a focal point to monitor the current social situation in relation to children across 
the Maltese islands. 

Directorate for Learning and Assessment Programmes

The Learning and Assessment Programmes Department is responsible for various aspects 
within the National Curriculum Framework. These include the promotion of the inclusion 
of robotics and coding in a creative and collaborative way across various curricula, digital 
citizenship, eTwinning and the creation of educational digital content.

DIRECTORATE LEARNING AND ASSESSMENT PROGRAMMES
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Other Strategic Partners

The Cyber Crime Unit – Malta Police Force

Directorate for Educational Services

Independent Schools’ Association 

The Secretariat for Catholic Education 

Aġenzija Żgħażagħ 

University of Malta 

Kellimni.com 

The Malta Police Force has various responsibilities in relation to national security, crime 
prevention and investigation. Within this context, the Malta Police Force, more specifically 
the Cyber Crime Unit, has shared its vast experiences with the Awareness Centre during 
numerous national fora, as well as events organised as part of the awareness-raising efforts 
of the SIC. On an ongoing basis, the hotline, operated by Aġenzija Appoġġ, works in close 
collaboration with the Unit as part of the procedure adopted to ensure that illegal content 
and/or behaviour is dealt with effectively.

The Directorate for Educational Services collaborates closely with colleges and schools, to 
plan, provide and allocate resources and other ancillary support tools, as required in the state 
colleges, schools and educational institutions. It also encourages networking and cooperation, 
and has been instrumental in facilitating the BeSmartOnline! campaign in schools. Particularly, 
BeSmartOnline! collaborates with the Student Services Department within the Directorate, 
which strives to assist students in their holistic development as individuals and help them 
become active and responsible members of society.

Fourteen independent schools have come together and set up a non-profit voluntary 
organisation known as the ISA (Independent Schools’ Association). Drawing on years of 
experience in successfully providing a holistic education to thousands of Maltese school 
children, the Association is working towards becoming a key player within the local 
educational sector. The aim is to voice the ideas, aspirations and concerns of the independent 
sector of education in Malta. The cooperation and expertise of the members of this association 
facilitate the awareness-raising initiatives. 

The Secretariat for Catholic Education is responsible for the counselling agency, social 
work services, educational psychologists, heads of departments and inclusive educational 
coordinators, who provide services to students, parents or guardians and church schools in 
Malta and Gozo. The Secretariat for Catholic Education has recognised the significance of the 
topic of internet safety and offered its full support by allowing access to their schools and 
making resources available for training and dissemination of awareness-raising initiatives. 

Aġenzija Żgħażagħ, established on 5 February 2011, has focused a lot of its efforts in 
contributing to youth policy formulation, mainstreaming and research, as well as the 
implementation of youth empowerment programmes. The aim of Aġenzija Żgħażagħ is to 
monitor the process so that the National Youth Policy is put into practice. The National Youth 
Policy provides a framework in order to create synergy in youth work. Mainstreaming is 
another important function of the Agency and its aim is that youths’ interests are well catered 
for in the policies. Research is important so that youths’ needs and other aspects can be 
better understood. This also helps to anticipate developments within these areas. Aġenzija 
Żgħażagħ evaluates this research both from a local and an international perspective. The 
Agency also seeks to empower youths through programmes that help them gain more skills 
by means of non-formal education. 

The University of Malta is the highest educational institution in Malta. It is publicly funded 
and is open to all those who satisfy the entry requirements. The University has reviewed its 
structures in order to be in line with the Bologna Process and the European Higher Education 
Area. The University of Malta, in collaboration with the Awareness Centre helps in introducing 
and highlighting the importance of being safe online amongst future professionals whose 
careers put them in direct contact with children.

Kellimni.com offers free and confidential online support to Youth, through Smart Messaging, 
e-mails, chat or as a group in dedicated online fora. Kellimni.com is a service run in partnership 
between the Salesians of Don Bosco, Aġenzija Appoġġ, SOS Malta and Aġenzija Żgħażagħ. 
It is manned by a team of professionally trained operators ready to support youths facing 
social exclusion, abuse, neglect, and/or psychological difficulties. 

76



Activities undertaken between January and December 2017

The Parent/Carer Forum

It aims to bring together parent representatives as well as 
those involved in the care of vulnerable children, including 
out-of-home care, in order to discuss effective ways of 
ensuring online safety for children. The 23 participants 
who contributed to this forum were given an update 
on the work carried out by the SIC. They were also 
presented with a set of videos which provide advice to 
parents regarding issues such as digital games, over-use, 
cyberbullying and so on. A member of the helpline team 
also delivered a presentation on the current online trends 
with the aim raising awareness about what children are 
doing online. One of the apps discussed was musical.ly, 
which has become very popular in Malta amongst children 
between the ages of 9 and 11. Thus, it was decided that 
a tip sheet would be created and disseminated amongst 
children in that age group guiding them how they can use 
the app safely.

In the last part of the forum meeting, 4 different case 
studies were discussed amongst the participants. The aim 
of this activity was to analyse how the representatives 
would react in various situations and to guide them on 
the appropriate help to seek. The 4 case studies dealt 
with different issues: cyber-bullying, grooming, self-harm 
and sexualised photos. One of the issues raised post-
discussion was that of the lack of control by birth parents 
when children live in out-of-home care under a care 
order. One of the case studies presented, dealt with the 
sexualised photos of a 7 year old under a care order, which 
were posted online by her birth mother. All the issues 
raised by the representatives were noted and taken into 
consideration by the work carried out by the SIC.

The Psychosocial Forum

This forum, held in October, brought together 23 
professionals from the psychosocial field that have a 
direct link with children to discuss the current challenges 
concerning children’s online safety. 

The latest trends and updates from the helpline and hotline 
were discussed and a number of issues were raised, some 
of which are included below:

 ý If a child under care order has an online profile that 
might be of detriment to him/her, what kind of steps 
could they take to protect and take down the material? 

 ý In the event where Facebook alerts a child/person 
who has expressed suicidal intent with information on 
where to reach out for help, participants questioned 
whether this could have a reverse effect and deter 
them from speaking out rather than seeking help. 

Participants also brought up the challenge of having parents 
who believe that their children are safe no matter what they 
might be doing online and are incredibly surprised when 
they discover that their children are actually in trouble as a 
consequence of sharing too much information, bullying and/or 
sexting.

The professionals were very interested in Europol’s ‘Say No’ 
campaign, finding it very useful to use during their sessions 
with the children. 

This was followed by a training session delivered by a 
psychotherapist titled: The Shame and Guilt No One Talks 
about In Online Abuse. The discussion ensued on how difficult 
it is for one who is suffering from online abuse to reach out 
for help. They debated how shame and guilt could be so 
debilitating that it would trap these children into suffering 
alone, possibly for a very long time, having their reputation 
tarnished which could lead to severe consequences such as 
suicide. Professionals debated how such issues should be dealt 
with sensitively and seriously to minimize the victim’s distress.

Website Launch and Social Media presence 

The project website www.besmartonline.org.mt is 
intended to help children, young people, parents and 
educators understand the basic principles and best 
practices for a safer online experience for children. It also 
acts as a tool to communicate news, announce events and 
share resources. Furthermore, it offers direct access to the 
hotline reporting mechanism www.childwebalert.gov.mt 

on all pages of the site and for schools to request talks for 
both students and parents. 

The development of the website is an ongoing process in 
order to keep it updated and relevant in a digital society 
that is developing at a very fast pace. In addition to the 
project website, BeSmartOnline! also manages a Facebook 
page and a Twitter account.

Safer Internet Day 2017

The theme for this year 
was ‘Be the change: Unite 
for a better internet’ and 
together with the rest of 
Europe, Malta celebrated 
the Safer Internet Day. 
A stand was set up by the SIC in one of the main squares 
of the capital, Valletta.  Here, the general public had the 
opportunity to learn from the experts available to address 
their concerns. Resources for parents and entertainment for 
children were also provided. Entertainment included face 
painting, balloon modelling and a puppet show portraying 
internet safety and the helpline 179.

Balanced Use Campaign

The ‘Balanced Use’ campaign was aimed at raising 
awareness about the importance of balance between 
online and offline time, not only for health reasons, such 
as eyesight, obesity and so on, but also to safeguard the 
social and emotional wellbeing of children.

If the only world a child is subjected to is the online world, 
then the online risks are magnified. It is important to 
always offer an offline alternative and expose children to 
extra-curricular activities, encouraging them to interact 
with different groups of people. A ‘live life outside the box’ 
sticker has been created and distributed to all students.

Rights 4 U live-in for young people – 
Summer 2017 

‘Min Ġej Chat’ (who wants to chat) was the name of the 
annual live-in organised for young people between the ages 
of 13 and 15 in August. It consisted of an interactive 3 day 
programme which included various activities in which those 
attending not only learnt about their rights, but also actively 
explored and engaged in discussions on such rights. The 
participants developed critical thinking skills, built social ties 
and implemented concepts such as respect, responsibility 
and inclusion. The theme for the live-in was that of forming 
healthy online relationships.

This year the group consisted of 25 young people from 
all over Malta, did not know each other beforehand and 
various vulnerable groups were specifically targeted. 
The Programme consisted of  games and activities  which 
enabled the young people to get to know each other as well 
as empower them to engage in healthy relationships. The 
issues discussed included cyberbullying, sexting, grooming, 
digital footprint and recognising signs of unhealthy 
relationships. A session was also held on peer pressure and 
finding the courage to say no.

Frans Sammut Competition

The Frans Sammut prize 
is awarded annually to 
those people, schools, 
government institutions, 
media and private entities 
who either written, 
verbally or through creativity and innovation, promote 
the Maltese language. The SIC created a digital game for 
students in Maltese aimed at promoting critical thinking 
and at raising awareness of the wonders and dangers that 
the internet brings. The Maltese SIC placed third in this 
competition organised by the Ministry of Education.

Privacy Campaign

Privacy is something which is important to everybody 
however with the use of the internet our privacy is 
sometimes compromised without us even realising it. 
Throughout the months of August and September the 
Maltese SIC teamed up with the Malta Police Force and 
the Data Protection Commissioner in order to carry 
out a Facebook campaign on Privacy. The theme of the 
campaign was that of busting myths about online privacy 
and providing facts.

The campaign consisted of a number of pictures which 
provided statements or questions which were designed to 
make people stop to think. People were guided to visit the 
SIC website in order to get advice on the privacy issues put 
forward in the campaign.

Ongoing Internet Safety Awareness Talks 

One of the main awareness raising initiatives undertaken 
throughout the project period is the ongoing internet 
safety awareness talks. Through this period, the 
BeSmartOnline! project team visited another 20 schools, 
which included public, church and independent schools. 
The sessions given to students addressed cyber bullying 
and internet safety.

2,870

21%

PAGE LIKES
until December 2017

increase from  
December 2016

8 9
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World Children’s Day

For the second year in a row, the Office of the Commissioner 
for Children was instrumental in encouraging schools and 
other entities to organise activities for children in order to 
commemorate this special day. Over 60 primary, middle 
and secondary State, Church and Independent Schools, 
have organised various initiatives which took place during 
the week before and the week after the actual day. These 
initiatives included: no homework day, special assemblies, 
healthy eating workshops, sports activities, games, 
crafts, discussions and activities embracing diversity and 
inclusion. Other entities, including various Local Councils, 
organised activities to commemorate this day.

Summer School activities 

For the second year in a row the Maltese Safer Internet 
Centre teamed up with the Foundation for Educational 
Services (FES), responsible for organising State Summer 
schools all over the country. The summer programme is 
for school-aged children (3 to 16 years). There is a planned 
programme of activities where children take part in 
educational and fun play activities. This year’s programme 
focused on the theme  Education  for All,  a new theme 
was adopted each week, one of which was citizenship 
education. The SIC team dealt with digital citizenship.

The SIC members visited 12 different centres throughout 
the summer months and held various sessions in each 
centre for children aged between 7 and 9. The issues 
discussed revolved around critical thinking, privacy, 
cyberbullying and general safety tips.

The last session held was marked by a press event which 
brought together the Minister responsible for Education 
and the Parliamentary secretary responsible for the Digital 
Economy as well as the Commissioner for Children. The 
aim of this event was to generate more awareness for the 
SIC as well as to stress the importance of Digital literacy.

Children Cinema Day

In September, the BSO team was present in 2 different 
local cinemas to raise awareness and provide information 
about the services we offer, and to answer any questions.  

Other Internet 
Safety Sessions
Rabat Primary School

Public Discussion at Żejtun Parish 
Hall

Training to Academy of Disciplined 
Forces

Gozo College

Higher Secondary School

Missionary Society of St. Paul School

St. Michael’s School

Kirkop Secondary School

St. Benedict College

Archbishop Seminary

Dingli Secondary School

St. Dorothy’s Primary School

St. Nicholas College Attard 

Mgarr Primary School

St. Catherine’s School

Armed Forces of Malta

Esplora Info Day

MCAST

Learning Zone Students

National Sports School Pembroke

St. Nicholas College

Tarxien Middle School

Malta Financial Services Authority 
(MFSA) Professional Session

Birgu Primary Family Event

MCAST Sessions

St. Agatha Rabat

Training Seminar

A seminar for Primary Peripatetic Personal Social and 
Career Development (PSCD) teachers was organised 
as part of the continuous professional development of 
teachers on the subject.

Three years ago, lessons about online safety were 
introduced in the primary sector as part of a structured 
programme within the PSCD syllabus. Teachers need to 
be increasingly vigilant and able to understand the various 
issues around online content and thus, the day seminar 
was aimed at equipping teachers with the necessary skills 
and information to be able to deal with issues that arise 
during the delivery of such lessons.

The seminar focused on different themes related to the use 
of media and social networking, namely:

1. Teaching minds and reaching hearts of children 
through media

2. Online trends

3. Online critical thinking

PSCD Workbooks

Children and youth constitute the largest bracket of online 
and mobile technologies. While we undertake every effort 
to ensure the safety and wellbeing of ourselves and others in 
the real world, the same has to be done in the virtual world. 
Statistics gathered from research carried out with students 
aged 11 to 14 between 2014 and 2015 has shown that up 
to 72% of Maltese youths between the ages of 11 and 12 
have a Facebook profile, even though this is against the rules 
of the popular social networking site (the minimum age for 
a profile being 13). More than 90% of youths between the 
ages of 13 and 14 also make heavy use of social networking 
and 56% have internet access on their smartphones. 

With funding from the BeSmartOnline! project, the PSCD 
Education Officers in collaboration with PSCD peripatetic 
teachers developed a set of workbooks for primary students 
entitled ‘Communicating Respectfully’, ‘Choosing Wisely’, 
‘Making Good Use of  Time’ and the newly designed and 
printed workbook - ‘Being Smart Online’.

With the aid of these workbooks, various areas related to 
digital citizenship education are being explored since children 
and youth, more often than not, embrace technology without 
analysing the consequences of the data they post, search or 
download. Therefore, the emphasis is on the importance 
of protecting one’s private information, communicating 
respectfully and on how to look up, select and streamline 
information from the internet and thus, choosing authentic 
sources of information.

The workbooks’ aim is to provide a proactive way of helping 
students engage with the digital world, and act as an 
excellent tool to help students acquire the necessary skills 
that include, among others, media literacy skills as well as 
communication and critical skills.  

DLAP

We also created an advert 
which was being shown 
before the beginning of 
every film on the day.  
Members of the team 
distributed resources to 
all those present, replied 
to queries from the public 
and were guided to the 
relevant entities for more 
information.

Press and media

Various articles about good practices were issued local 
newspapers and magazines and to an international 
magazine: The Learning Teacher Magazine.

An article was also issued buzymummy.com site which 
has evolved into a community of talented super-mamas 
who share first hand experiences and inspiration to fellow 
mums.  It is also a great source of information for everyone. 
The article was also shared on our Facebook page and 
included in the news section of our website.

The BSO team was also present on different TV and Radio 
programs promoting internet safety.

As a child1 you have a right:

> to have the opportunity to grow 
 and develop to your full potential
> to grow up into a responsible adult
> to be protected from all harm
> to express yourself without harming yourself and/or others

When you are online you also have these rights. You have a right:
• to enjoy the internet – there are free 

WiFi spots all over the Maltese Islands. 
• to access information online – 

remember you cannot trust everything 
that you find online. 

• to access the internet safely – it is up 
to your parents/guardians to decide 
when and how you should use it.

• to privacy – no one should upload any 
videos/photos of you without your 
permission and that of your 
parents/guardians.

• to keep your personal information to 
yourself – it is you who decides what to 
share with others.

• to understand what information is 
being collected about you – most apps 
and websites require such information. 

• to be protected from all forms of 
abuse and violence online such as 
bullying, grooming and inappropriate 
content.

• to play and rest – adults have a 
responsibility to help you create an 
online/offline balance.

• to express yourself freely online in a 
respectful way.

• to be treated with respect – you 
should also respect others.

• to seek help when you feel 
uncomfortable online – call 179 or 
speak to an adult you trust.

• to protect yourself online – 
www.besmartonline.org.mt 

• to know what you can and cannot do 
online – there may be legal and/or 
offline consequences.

1 A child is anyone under the age of 18

Co-financed by the European Union DIRECTORATE LEARNING AND ASSESSMENT PROGRAMMES
DEPARTMENT CURRICULUM, RESEARCH, INNOVATION AND LIFELONG LEARNING

The Government has the duty to do its best to protect your digital rights as well as 
support your parents/guardians to protect these rights.
Those who take care of you have the responsibility to help you enjoy these digital rights.
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Hotline and Helpline

With the implementation of the BeSmartOnline project, the remit of the already established national support line 179 
operated by FSWS - Aġenzija Appoġġ was extended to cover internet safety matters. The helpline service is offered on a 
24/7 basis by professionally trained volunteers. 

Reporting period 1/01/2017 – 31/12/2017

Period Total Helpline Cyberbullying Sexting Total Hotline CSAM

Jan – Mar 17 97 28 7 145 93

Apr – June 17 113 21 20 79 40

Jul – Sep 17 75 25 6 63 0

Oct – Dec 17 78 30 14 36 0
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Resources

Internet of Toys Leaflet

The way our children play is changing rapidly. One of the most striking new developments is the growing number 
of toys that are connected to the internet: the Internet of Toys. To help parents cope with the challenges of this new 
connected play environment, Mediawijzer.net has compiled a checklist of ten points to consider when it comes to safety 
and children’s play. 

This leaflet was a resource originally created by the Dutch SIC and was then translated into Maltese through funds made 
available through the Insafe budget.  The resource has been distributed with the help of ISPs (Internet Service Providers) 
through their retails outlets.

PSCD Workbook for year 6 

This workbook tackles various aspects related to internet use and safety, 
namely: safety on the internet, chatting online, learning more about digital 
games, thinking and reflecting before choosing the right information online.

The aim of the workbook is that of developing 21st century digital citizenship 
skills from a very young age. The workbook, which is interactive, fun and 
thought provoking, is an important tool being used by PSCD teachers 
so that students learn how to communicate and collaborate safely and 
responsibly online. Comparison between online and offline citizenship is 
emphasised within the workbook to ensure that students are made aware 
that the virtual community to which they belong also has its rules and 
regulations

Instagram and Musical.ly Tip Sheets

Through the awareness talks delivered in schools, it has been noticed that a number of students who have not reached 
the age of 13 were already making use of musical.ly app, and also upload photos on Instagram.  Therefore, an information 
sheet for both apps has been created to make students aware on how to keep themselves as safe as possible and how 
to keep their accounts private when making use of such apps.  These resources are distributed to students during 
awareness talks.

A look into Instagram
the Global photo and sharing App

Instagram is mostly used as an online mobile App, however 
you can also use it on the web using a normal browser. 

You can use it to share videos and pictures. 

You are also given the possibility to share content across 
other platforms such as Facebook, Twitter, Tumblr and Flikr.

70 million photos are shared on Instagram every day.

According to the Instagram Terms and Conditions, you 
need to be at least 13 years of age to set-up an account.  

Accounts are Public by Default! To change the privacy settings: 

PRIVATE PUBLIC

• Only followers you 
approve can see your 
posts.

• You may opt to 
un-follow persons you 
had chosen to follow.

• Username, photo and 
bio are always public!

• Your posts are visible 
to everyone.

• You may choose to 
block people – this 
will stop them from 
seeing and 
commenting on any 
content. 

1

Tap for the account icon

YOUR PROFILE CAN BE: 

Tap your settings Set your account to private

2 3

USEFUL TIPS

You can report such 
content directly 
with Instagram or 
you can call our 
helpline 179.

Keep comments 
positive – use 
them to show 
support and 
encourage privacy.

Set your privacy 
settings and be 
cautious prior to 
approving 
followers. 

Post responsibly, respect 
yourselves and others. 
Instagram also allows you to 
tag a location when posting. 
This function reveals where a 
photo or video was captured 
including private residences. 

Co-financed by the European Union
Connecting Europe Facility

Be the change: Unite for a better Internet

besmartonline.org.mt
www.facebook.com/saferinternet.mt

A look into Musical.ly

Privacy settings: 

Your profile is automatically set 
public, to change it to private:

Be the change: Unite for a better Internet

Co-financed by the European Union
Connecting Europe Facility

besmartonline.org.mt
www.facebook.com/saferinternet.mt

PRIVATE PUBLIC

• Videos are only visible to 
your friends/followers

• Videos visible to everyone

YOUR PROFILE CAN BE: 

USEFUL TIPS:

Remember that once you create 
an account, you cannot delete it! 

– Post responsibly, respect 
yourselves and others.

– When posting on muscical.ly, your 
location is automatically revealed. 

– Turn on your ‘hide location info’ 
setting – respect your privacy!

• If you come across videos that make you and/or 
your friends feel uncomfortable – report them! 
You can report them directly to musical.ly or by 
calling 179.

• You may block users so that they cannot see 
your content. You can also delete a fan by 
swiping left.

• Keep comments positive – use them to show 
support and encourage privacy.

• It feels good to have many followers however 
be careful when trying to boost your followers. 
Apps that claim to help boost followers often 
cost money and are not the safest option. 

• Remember: users may not be who they say they 
are, may have bad intentions and may hide 
behind a fake identity. Only accept people you 
know. #safetyoverpopularity.

For more information you may contact the 
helpline 179 or send an email to 179.appogg@gov.mt. 

60 million users are using this application (app) on a daily basis.

By downloading and using this app, you are automatically confirming 
that you are either aged 18 years+, or that you are 13 years old or 
over and have parental consent to use it. 

Users can also  connect with friends/followers through a live stream.  

Users are encouraged to share videos across other social media 
platforms in order to gain fans.

It is a social media music app where users can watch and create 
lip-syncing and /or dance videos.

‘Sharenting’ Leaflet

A leaflet for parents has been 
created and distributed door-
to-door in order to specifically 
reach this target audience. It 
has been created to raise 
more awareness amongst 
parents/carers/guardians 
before sharing any photos of 
their kids on social media.  A Nominet Study: Share with Care found out 
that the average parent shares nearly 1,500 images before their child’s 
5th birthday.

Parents’ Information booklet and videos

Parents are always 
concerned about their 
child’s safety in all areas 
of life.  Children are 
becoming more internet 
savvy and internet has 
become part of their 
everyday life.  Nowadays 
information is made 
available through various 
media and access to it 
has become much easier 
than it was a few years 
ago.  We are living in 
a digital era and thus, 
it is not surprising that 
our children become 
absorbed in the screen.  

To help parents ensure their kids get the best online experience, an 
information booklet for parents has been created in both English and 
Maltese languages.  Parents should not fear the internet and children 
should not be kept away from the online world as the internet can be 
put to many good and important uses especially when it is used as 
an educational and research tool.  This booklet tackles subjects such 
as cyberbullying, the positive aspects of the internet and its overuse, 
the digital footprint and the best way to keep a positive one, privacy 
settings and online games.  It also explains the Pan European Game 
Information (PEGI) ratings on games established to help consumers 
make informed decisions when buying video games or apps through 
the use of age recommendations and featured content.  

This booklet has been created alongside a number of videos which 
have been produced for internet safety talks delivered to parents and 
guardians.  One of these videos is a short drama depicting a teenager 
being cyber bullied and the parents’ reactions to this. It also serves as 
a discussion starter with parents during the internet safety awareness 
talks, to get different ideas on how one could tackle such a situation.

#sharenting* 
#childrensdigitalrights

besmartonline.org.mt
facebook.com/saferinternet.mt

Have you ever shared photos of 
your children on social media?

Once a photo is shared online you lose control of it. The average 
parent shares nearly 1,500 images before their child’s 5th birthday.
Source - Nominet Study: Share with Care.

Have you ever stopped to think and/or 
ask how they would feel about it?

Have you ever thought about where these 
photos might end up?

* Parents who share information, including images, about their children online.
Co-financed by the European 

Union Connecting Europe Facility 

Image by Peoplecreations / Freepik

besmartonline.org.mt

17
9

facebook.com/saferinternet.mt

Co-financed by the European Union
Connecting Europe Facility

14



info@mca.org.mt
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