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The BeSmartOnline! Project has a mandate to 
establish a structured method of concertation. It 
is a national initiative that concerts the efforts of 
various national stakeholders working towards the 
establishment of a Safer Internet Centre in Malta.

This project is co-funded by the European Union 
through the Safer Internet Programme and forms part 
of Insafe and INHOPE – the European Network of 
Safer Internet Centres, which aims at empowering 
and protecting children and teens online from risks 
associated with online activity, through numerous 
awareness raising initiatives and by fighting illegal 
and harmful content and behaviour online.

Nowadays information is made available through 
various media and access to it has become much 
easier than it was a few years ago. Technology 
has made it possible for news to reach us from 
all corners of the world, almost immediately. 
Receiving real time announcements is just one of 
so many changes that have been brought about 
by continuous technological advancements. 
Keeping all this in mind, however, we should be 
aware of how this may impact our children, who 
from an early age are being naturally involved 
with technology, sometimes not realizing, that we 
ourselves are encouraging it. 

We are living in a digital era. Thus, it is not 
surprising that our children become absorbed 
in the screen. From early on, children are very 
much attracted to tablets, mobile phones and 
computers, and often insist on acquiring them. 
The way kids get absorbed in smart devices, 
is evidence that children are charmed by 
technology, from an early age. 

As children grow into teenagers and young 
adults, they are bound to increase their 
interaction with technological devices. Social 
media, in particular, has become a facilitator 
for daily communication. From their bedroom, 
our children may be engaging in various 
conversations with friends or other people 
through social media networks. Whilst there is 
nothing wrong in socially interacting through 
on-the-screen conversations, one must ensure 
that the rules of behaviour on the internet are 
being adhered to. Parents must keep an eye on 
who’s on their kids’ chat list, whom their chatting 
with and the level of conversation.  

According to a study carried out in November 
2015, Facebook is the most popular social media 
platform. Around 1,550 million people around 
the world are on Facebook. 900 million people 
use WhatsApp, which makes it the second most 
popular platform. Facebook Messenger, Ozone, 
Instagram, Twitter and Skype, are some of the 
interactive platforms available online. 

In this regard, we as parents should not fear the 
Internet, and we should not keep our children 
away from the online world. The Internet can be 
put to many good and important uses, especially 
when it is used as an educational and a research 
tool. The Internet has paved the way for greater 
progress, in our daily lives, work and education, 
health and entertainment and many other 
sectors. It is therefore not the access to internet 
that sheds a negative light on it, but its usage. 

This informative booklet has been compiled with 
the aim to offer practical suggestions for parents 
on how to guide their kids to be more secure 
online, and how to react in certain situations 
when interacting with the online world. 
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Balance should generally be sought in any 
aspect of life. The Internet has many benefits 
and has become part of everyday life, used for 
news, research, information, communication and 
relationships, but even despite such positive 
aspects, too much of a good thing can be harmful.

Increase your knowledge 
The Internet enables you to access information 
from across the globe. People can access 
international libraries for all sorts of information.  
Others use the Internet to plan holidays, shop 
online or pay their bills through online banking.  
Both children and adults often use the Internet 
for entertainment, online games and email.

Ease of communication
The Internet overcomes any geographical 
boundaries, helping users to communicate with 
family and friends, anytime, anywhere. One can 
share photos and videos with others, correspond 
by emails and even undertake traditional 
communication such as phone calls and messaging 
through different internet applications. 

Relationships
Another amazing aspect of the Internet is the 
possibility of fostering new friendships and 
relationships with people around the world 
that you meet virtually through chat rooms and 
discussion forums. Some online educational 
games can help shy children initiate contact 
and engage with other children in school, to 
build common interests, and help them make 
friends. Used wisely, the Internet and other 
digital technologies can assist in developing 
social and critical thinking skills.  When used to 
complement human interaction, technology can 
help people create stronger relationships and 
make positive changes in their lives.
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POSITIVE ASPECTS OF 
INTERNET

Young people today use media and technology 
to communicate with their friends, play games, 
express themselves, and connect with the rest 
of the world.  The reality is that young people 
spend far more time interacting and engaging 
with others through media than they do 
personally at school or with their parents.  With 
this reality in mind, it is not surprising that one 
may argue that young people no longer make 
a clear distinction between the “real” world 
and the “virtual” one. One may also argue that, 
indeed, such a distinction does not exist in this 
day and age, especially when one considers 
technologies such as the Internet of things (and 
toys). Nowadays it’s all one and the same.  

The digital world offers amazing and endless 
opportunities for young people. However, 
we will also see the consequences of having 
a large audience in the digital world. Young 
individuals who crave recognition may be 
rewarded for boundary-pushing behaviour. In 
the digital world, actions can be separated from 
consequences resulting in multiple challenges 
that need to be addressed. We want our 
children to make good decisions so they can 

take advantage of the powerful technology that 
consumes a large part of their lives. But in order 
to make good decisions, children must know 
how the digital world works.  The very nature of 
the constantly connected culture means children 
must understand the concept of privacy, so 
that what they post and create will not hurt or 
embarrass them at some point in the future.

We cannot overemphasise the fact that internet 
overuse should not be solely determined by 
the amount of time one spends online. There 
are other factors that come into play and every 
individual is different. A good way to assess 
whether your child is overusing the Internet is 
to ask yourself: What is my child foregoing to 
make use of the Internet?  How has he changed 
– did he suddenly give up a sport or some other 
offline activity he really enjoyed before? 

Encourage Balanced Use 
Whilst time should not be the sole determining 
factor over internet overuse, one cannot 
completely overlook the affect it may have on a 
child’s wellbeing. A general rule of thumb is that 
the amount of time that young people spend on 

INTERNET OVERUSE
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media and technology should be equal to time 
they spend doing other activities, whether that’s 
spending time with their friends face-to-face, 
spending time with their family, playing sports, 
or doing their chores.

A leading US psychiatrist, Dr. Jerald Block 
identifies ‘SIGNS1’ in at-risk people, both kids 
and adults alike:

If one thinks that the child is struggling with the 
problem of internet overuse, one can help him or 
her overcome it by trying to limit internet usage 
by filling the time with alternative activities.  One 
can also take some steps to help, such as:

Together, develop a personal inventory of 
things the addiction is keeping the kids away 
from doing – Make a list of activities they used 
to enjoy before they started spending so much 
time online. Also, together, make a schedule 
that includes alternative activities, such as 
reading or doing some type of exercise which is 
beneficial for your health, which will keep them 
away from the computer. Take the opportunity 
to create some quality time with them – do 
something together. 

Set goals for appropriate time and, when 
possible, track the time they spend online – 
Overcoming internet overuse does not mean 
ending their use of technology completely, it 
just means doing whatever they need to do 
first - prioritising.  Together try and determine 
an appropriate time to set aside just for 
internet usage.

Set priorities – Prioritise offline activities over 
online ones.  For example, set a goal to spend 
more time with friends in person rather than 
chatting with them online. Help them do this by 
enrolling them in activities such a sport etc. 

Help them clean their devices and social 
media accounts – Online games, social media 
and online shopping are some common 
culprits of internet overuse and could become 
problematic. Help them recognise games they 
do not longer use and encourage them to 
delete them from their device. Also, try have a 
discussion with them on what or who they follow 
on social media. It often happens that certain 
guilty pleasures, like following a celebrity on 
social media, or a prankster’s page, clutter your 

1Safekids.com, Signs of Net adiction, http://www.safekids.com/2008/03/20/signs-of-net-adiction/ 
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S – Sleep cycle is  consistently advanced.  Goes to s leep later and 

wakes later or is  tired in the morning. 

I – Irritable when not on the computer.  Preoccupied thinking 

about the computer and their activ ities there (sex ,  gaming, 

browsing,  tuning the system up,  etc . . . ) .  Can become enraged 

if  told to stop using. 

G – Guilty about his/her computer use so tries to hide ev idence 

of 1)  game/porn purchases ,  2) onl ine activ ities (deletes 

cache,  uses encryption/passwords,  etc . . . ) ,  and 3) logs on 

secretly ,  etc . . . ;  4) defensive when confronted. 

N – Nightmares. Dreams about his or her gaming/computer use. 

S – Social  dropouts – people who become more isolated by their 

computer use .  This is  seen when there is  a consistent pattern 

of sacrif ic ing real-l ife relationships to preserve v irtual 

ones .  Alternatively ,  seems to prefer l iv ing in v irtual  worlds 

more than their real  one .

YOUNG PEOPLE 
SPEND FAR MORE 
TIME INTERACTING 
AND ENGAGING WITH 
OTHERS THROUGH 
MEDIA THAN THEY 
DO PERSONALLY AT 
SCHOOL OR WITH 
THEIR PARENTS.

feed. This causes us all, including children, to 
have more content to scroll through. Furthermore, 
we increase the risk that something may get our 
attention and we spend more time than anticipated 
watching it. 

Effects of Internet Overuse
Internet overuse may manifest itself in different 
ways, in different individuals. Here are some of 
the more common side effects. 

Preoccupation – unable or unwillingness 
to participate in any other interests or 
extracurricular activities.

Health problems – excessive game play, can 
negatively impact one’s health as a result of a 
reduction in physical activity with the consequence 
of childhood obesity.  Other medical issues may 
include backache, headache and eyestrain.

Suffering relationships  – Your children’s personal 
relationships with friends and family members may 
suffer if they spend too much time on the Internet 
compared to real communication with other people.
Keep in mind that overuse (as described above) 
and the reliance of children on the Internet to form 
relationships will have a negative effect on their 
resilience. Resilience is a necessary ingredient 
that will help them overcome any problems they 
may encounter online. By having a strong offline 
network of friends and participating in offline 
activities they enjoy will increase the likelihood 
that they would be in a position to deal with 
issues such as those described below. If their 
relationships and concept of themselves is not 
all built on their online persona, then the impact 
of something negative occurring online would 
have less significance to their lives. 
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CYBERBULLYING
Do not downplay Cyberbullying 
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Like many other tools at our disposal, despite 
all the positive attributes associated with 
internet use, it can still be used in a harmful 
way, with negative effect on both ourselves and 
others.  One of the most frequent calls for help 
received by the national Helpline 179 relates 
to cyberbullying. Cyberbullying is bullying that 
takes place via digital devices In other words, 
the main difference between the conventional 
bullying and cyberbullying is that the latter 
relies on internet enabled communication 
technologies and often takes place online, using 
text messages, Facebook, Instagram, Snapchat 
and other such communication tools to attack or 
harass victims. Bullying may take various forms 
such as: 

Physical bullying (eg. hitting, kicking, 
pinching)

Verbal bullying (eg. name calling, insults, 
teasing, intimidation, racist remarks)

Social bullying (eg. spreading rumours, 
playing nasty jokes, mimicking unkindly, 
encourage others to socially exclude 
someone)

Cyber bullying (eg. abusive or hurtful text 
emails, social media posts with images or 
videos, deliberately excluding others online)

What is the difference between offline bullying 
and cyberbullying?
Although they are alike in a number of ways, 
cyberbullying can, and often does, occur 24 
hours a day, seven days a week. It is persistent 
and this is what makes today’s bullying so 
different from what was experienced just one 
generation ago.  The Internet is not functioning 
as a separate environment but is connected 
with the social lives of kids in school.  

Difference and similarities of conventional bullying and cyberbullying

TRADITIONAL BULLYING CYBERBULLYING

Power imbalance between bully and victim
Bully/bullies can remain anonymous. Therefore, it is no longer the 
strongest boy or “coolest” girl picking on the weakest one. This is also 
why we have seen an increase in student-teacher bullying incidents 

Bullying behaviour is repeated over time Bullying behaviour is repeated over time

Intention to cause harm

Intention to cause harm. Although, given that a screen separates 
the victim and the perpetrator the intention is not always clear. 
One cannot see another’s reaction and therefore whilst one may be 
joking, in reality the victim may be feeling uncomfortable. 

Perpetrated by an individual or a group Perpetrated by an individual or a group – possibly even by 
strangers

Face-to-face interaction Bullying behaviours occur through an electronic device or online

Largely confined to the school or other venues where the bullies and 
victims are together Can occur anywhere, at any time

Harassment, whether direct or indirect, occurs in such a way 
that victims can clearly identify their tormentors

Many electronic mediums used allow the bullies to hide their 
identities

Often takes place in front of relatively small number of 
witnesses

Often harassed in front of a much larger audience – which 
could increase the suffering of the victim 

It is natural for a parent’s instinct to kick-in and, in 
an attempt to protect our children, to overreact 
and take drastic actions by, for example, not 
letting their children use the Internet at all, trying 
to protect them from bullies but this would 
not help their children’s social lives especially 

when one considers the unfamiliarity some 
parents may have on the vast array of online 
tools. On the other hand, it is imperative that 
as parents, we do not brush off cyberbullying as 
unimportant, or not give it its due attention. As 
mentioned before, the life of young people is 
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manifested strongly online, they will take it very 
badly if their reputation is tainted online. Don’t 
under-react by telling your child to shrug it off 
or just deal with the bullying. If they are being 
bullied, be supportive and understanding. Find 
out how long the bullying has been going on 
and ensure that you will work together to find 
a solution. Let your children know they are not 
to blame for being bullied. The emotional pain 
of being cyberbullied is very real and can have 
long-lasting effects. 

Any type of bullying can make a person feel 
hurt, angry, helpless, isolated, and may lead to 
problems such as depression, anxiety and low 
self-esteem.  At times it might even be more 
painful than face-to-face bullying. Having said 
that, it is also important to note that in certain 
situations, cyberbullying might be an extension 
of traditional bullying.  Helplines have seldom 
encountered cases of cyberbullying where the 
parties involved did not know each other offline.  
It is therefore also important to look out for 
face-to-face manifestation of the same bullying. 
Should you learn that your child is being 
cyberbullied, it is advisable that you save the 
chat or messages as these may come in helpful 
should matters escalate. 

In addition, we strongly encourage you to 
empower your child to take a stand against 
bullying.  Whilst we should tell children to keep 
in mind not to react online in any way if they 
witness bullying (such as liking, commenting, 
or sharing the content) as this will only keep 
disseminating the hurtful actions which keeps 
adding to the hurt of the victim. We should 

ensure that they inform an adult about what 
they saw and, for example, report the content 
to the social media platform being used. 

Identifying signs of cyberbullying 
There are different signs that parents can look 
out for, such as:

Children being secretive with their devices.  If 
your child suddenly becomes more protective 
of their device, then that could be a red flag.

They appear nervous when receiving a text, 
instant message or email.

Unexplained anger or depression or they 
become moody, especially after going online.

Trouble sleeping at night.

Suicidal thoughts or suicidal attempts.

Changes in eating habits, like suddenly 
skipping meals.

Faking illness.

Do not want to go to school.

No longer want to participate in activities 
that were once enjoyed.

What you can do as a parent
Communication is the key. Encourage open 
communication as much as possible with your 
child, and be approachable and understanding.  
From an early age, we should encourage children 
to come to us if they encounter a problem. This 
is more likely to happen if we show interest in 
what they are doing, get involved, and respect 
their privacy from an early age. 

On a more general note, talk to your kids about 
how they use their computers, smartphones or 
tablets and ask about any concerns they might 
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have. Build trust and be prepared to deal with 
any questions they may ask – there are plenty of 
online resources available to help support you 
in answering tough and delicate questions. Let 

your kids know that you are there to help when 
you can. Try to set an example by giving them 
quality time when you turn off all technologies 
and get back to basics.

2 Source: Helpguide.org –Trusted Guide to mental and emotional health, https://www.helpguide.org/articles/abuse/cyberbullying.htm
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CYBERBULLYING 
CAN, AND OFTEN 
DOES, OCCUR 24 
HOURS A DAY, SEVEN 
DAYS A WEEK.

TIPS ON HOW TO DEAL WITH CYBERBULLYING2:

SAVE THE EVIDENCE OF THE CYBERBULLYING

keep abusive text messages, print or take screenshots of a webpage, for example, and then report 

them. If you don’t report incidents, the cyberbully will often become more aggressive over time.

REPORT THREATS OF HARM

and inappropr iate  sexua l  messages  to  the  po l i c e .  In  many cases ,  the  cyberbu l ly’s  act ions  can 

be  prosecuted  by  law .

BE RELENTLESS
Cyberbu l ly ing  i s  rare ly  l imited  to  one  or  two  inc idents .  It’s  far  more  l i ke ly  to  be  a  susta ined 

at tack  on  you  over  a  per iod  of  t ime .  So ,  l i ke  the  cyberbu l ly ,  you  may have  to  be  re lent less 

and  keep  report ing  each  and  every  bu l ly ing  inc ident  unt i l  i t  s tops .  There  i s  no  reason  for 

you  to  ever  put  up  w ith  cyberbu l ly ing .

PREVENT COMMUNICATION FROM THE CYBERBULLY

by blocking their email  address ,  cel l  phone number,  and deleting them from social  media 

contacts .  Report their activ ities to any social  media or other websites they use to target 

you.  The cyberbul ly’s  actions may constitute a v iolation of the website’s  terms of 

service and may even warrant criminal charges .



DIGITAL FOOTPRINT
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PRIVACY SETTINGS 

Digital footprint refers to one’s unique set of 
traceable digital activities, actions, contributions 
and communications that are disclosed on the 
Internet. As your children or you use the Internet 
(by posting their pictures etc.), you are forming 
their digital footprint. The content of this 
footprint forms a picture of who your children 
are.  Therefore, it is important that you and your 
children are aware of the trail you are leaving 
and the possible effects of this. As internet users 
we need to actively and consciously manage out 
digital footprint. Footprints build up over time 
and can therefore become quite significant.

Negative effects of an unmanaged digital footprints

Long-term loss of privacy and anonymity.

The implicit footprints left behind also can 
be used to track the owner and by linking 
information that has been shared.

They can also give the wrong impression to 
others. Pictures speak a thousand words – 
they may be misinterpreted. 

It might affect future work opportunities 
when someone looks up a name on search 
engines or social media sites. 

Here is how to help your children and yourselves 
create a more positive digital footprint:

Think before sharing content – one has 
to think carefully before posting or sharing 
anything online as anything posted ought to 
be considered permanent. Whilst it is true 
that one may delete a picture or comment, 
it is also true that one cannot be certain who 
has saved or shared the post (even across 
different platforms). 

Use the right settings – it would be best 
to share or post things that one is happy to 
make public. One can restrict who can see 
the posts that have been shared.

Search yourselves online – work together 
with your children to have a positive digital 
footprint. Look up their name regularly on 
Google, or use tools on some social media 
platforms to see their activity or their profile 
from someone else’s perspective. 

Be safety-conscious – everyone should 
use strong passwords and should keep 
them private.

Privacy settings – one should avoid giving 
out too much identifying information.  It’s 
worth reminding your child that their digital 
footprint is not just what they share; it is 
what others say about them too.  Also keep 
in mind your own posts as well.

Deactivate and delete – when one stops 
using a particular social networking profile 
or a website, it’s a good idea to deactivate or 
delete that account.  It will also remove the 
risk of these accounts being hacked without 
you knowing.

As parents, you have to be careful on what 
information you are sharing and therefore how 
you yourselves are contributing to the creation 
of your children’s digital footprint. 

People share a wealth of information about 
themselves on different social media platforms.  
Social media users tend to share life details in 
order to feel connected with their friends and 
family and further contributing to their digital 
footprint. But private details may be used 
maliciously by cyber-thieves or even by other 
users on the same platform. Make sure that 
your privacy setting is set to ‘private’ as this will 
reduce your chances of becoming a victim. It is 
important that these settings are reviewed on 
a bi-weekly basis. It often happens that social 
media platforms change or introduce new 
settings. When this happens, the default setting 
will not necessarily be your preferred option.
 
At the end of this information booklet, you will 
find some useful resources on how to keep your 
most sensitive information safe across different 
social media platforms.

Be careful when accepting a friend request 
from strangers
It is never a good idea to accept an unknown 
person’s invitation to ‘befriend’ online.  Accepting 
a friend request from strangers increases the risk 
of identity theft and other personal information 
available. Accepting such strangers would mean 

that the person will be able to get information 
such as pet names, holiday plans, friends’ 
names and potentially give away more sensitive 
data such as your photos. Remember, privacy 
settings mean nothing if you are not aware of 
who has full access to the content you have 
shared. If you do not actually know the person 
who has sent the request, then one can never be 
sure that they are who they say they are.

Many of us are guilty of posting personal 
episodes on social media – from posting the 
latest concert that we attended, or even pictures 
of our latest social gathering. But, if you have 
strangers as online friends, they would know 
where you go and your friends and family. You 
do not know who that stranger you accepted is, 
and whether or not they are watching what you 
are doing, keeping track of where you go. This 
puts you and others in so much danger. 
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PRIVATE DETAILS MAY 
BE USED MALICIOUSLY 
BY CYBER-THIEVES 
OR EVEN BY OTHER 
USERS ON THE SAME 
PLATFORM.



A picture speaks a thousand words.  You may 
unknowingly be risking your safety when posting 
photos of your house for example, or worse still, 
street names, house number, school you are 
attending, and so on.
  
You can use lists to organise your friends on 
Facebook.  By using a list, you can filter the 
stories you see in your News Feed or post an 
update for specific people. You can add or 

remove friends from these lists at any time.  
People will not get notified when you add them 
to these lists. Also, you can unfriend people 
whom you are no longer comfortable with or 
whom you have added by mistake. This can 
be done without them knowing. You can take 
additional steps by reporting abusive content 
whether on your profile or someone else’s by 
clicking the report button.

ONLINE GAMES
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Online gaming can be a fun way for kids to 
connect with others, but it’s important for 
them to understand the risks and know how 
to handle certain situations. For example, kids 
should avoid posting pictures of themselves or 
releasing other personal information to their 
fellow gamers when chatting, and know what to 
do if another player starts harassing them.

A system with age ratings has been created 
to ensure that entertainment content, such as 
films, videos, DVDs and computer games are 
clearly labelled for the age group for which they 
are most suitable.

PEGI2 (The Pan-European Game Information)  

What is PEGI?
PEGI was launched in Spring 2003, as an age 
rating system established to help European 

parents make informed decisions on buying 
computer games. PEGI is now a single rating 
system used throughout most of Europe, 
including Malta. 

This system is supported by the major console 
manufacturers, including Sony, Microsoft and 
Nintendo, as well as by publishers and developers 
of interactive games throughout Europe.

What do PEGI Labels mean?
PEGI labels appear on front and back of the 
packaging indicating one of the following age 
levels: 3, 7, 12, 16 and 18. They provide a reliable 
indication of the suitability of the game content 
in terms of protection of minors. The age rating 
does not take into account the difficulty level or 
skills required to play a game. 

2 Source: ‘The Pan European Game Information’ on www.pegi.info 
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PEGI 3
The content of games given this rating is considered suitable for all age 
groups. Some violence in a comical context (typically Bugs Bunny or Tom 
& Jerry cartoon-like forms of violence) is acceptable. The child should not 
be able to associate the character on the screen with real life characters, 
they should be totally fantasy. The game should not contain any sounds or 
pictures that are likely to scare or frighten young children. No bad language 
should be heard.

PEGI 7
Any game that would normally be rated at 3 but contains some possibly 
frightening scenes or sounds may be considered suitable in this category. 

PEGI 12
Videogames that show violence of a slightly more graphic nature towards 
fantasy character and/or non-graphic violence towards human-looking 
characters or recognisable animals, as well as videogames that show nudity 
of a slightly more graphic nature would fall in this age category. Any bad 
language in this category must be mild and fall short of sexual expletives.

PEGI 16
This rating is applied once the depiction of violence (or sexual activity) 
reaches a stage that looks the same as would be expected in real life. More 
extreme bad language, the concept of the use of tobacco and drugs and the 
depiction of criminal activities can be content of games that are rated 16.

PEGI 18
The adult classification is applied when the level of violence reaches a 
stage where it becomes a depiction of gross violence and/or includes 
elements of specific types of violence. Gross violence is the most difficult 
to define since it can be very subjective in many cases, but in general 
terms it can be classed as the depictions of violence that would make the 
viewer feel a sense of revulsion.

Descriptors shown on the back of the packaging indicate the main reasons why a game has received 
a particular age rating. There are eight such descriptors: violence, bad language, fear, drugs, sexual 
content, discrimination, gambling and online gameplay with other people.

Game contains bad language

Game contains depictions of, or material which may encourage, 
discrimination

Game refers to or depicts the use of drugs

Game may be frightening or scary for young children

Games that encourage or teach gambling

Game depicts nudity and/or sexual behaviour or sexual references

Game contains depictions of violence

Game can be played online 

PEGI provides extended consumer advice, explaining why a game received its classification.

A number of examples are listed below:

Contains: extreme violence, criminal techniques, glamorisation of crime, strong language
Contains: comic violence
Contains: nudity, strong language, unrealistic violence.

More information can be found on www.pegi.info – the official PEGI website
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DIGITAL PARENTING

any digital info they share, such as emails, 
photos, or videos, can easily be copied and 
pasted elsewhere, and once they write or 
post something online, it cannot be deleted. 
Things that could damage their reputation, 
friendships, or future prospects should not 
be shared electronically.

Help them be good digital citizens and 
empower them to handle issues. Remind 
your children to be good “digital friends” by 
respecting personal information of friends 
and family and not sharing anything about 
others that is potentially embarrassing or 
hurtful. Your children may deal with situations 
online such as bullying, unwanted contact, 
or hurtful comments. Work with them on 
strategies for when problems arise, such as 
talking to a trusted adult, not retaliating, 
calmly talking with the person, blocking the 
person, or filing a complaint. Agree on steps 
to take if the strategy fails.

Just saying “no” rarely works. Teach 
your children how to interact safely with 
people they “meet” online. Create a set of 
guidelines and be clear what they can do and 
cannot do online. Though it’s preferable they 
make no in-person contact with online-only 
acquaintances, young people may not always 
follow this rule. So talk about maximizing safe 
conditions: meeting only in well-lit public 
places, always taking at least one friend, 
and telling a trusted adult about any plans 
they make – including the time, place, and 
acquaintance’s contact information (at least 
a name and cell phone number). Remind 
them to limit sharing personal information 
especially with new friends.

Encourage your children to be digital 
leaders. Urge your child to think carefully 
about the way they, and others behave 
online, and how they might deal with 
difficult situations. Show them how to report 
offensive comments or block people who 
upset them or come across inappropriate 

sites. Remind your children to behave online 
as they would do in the real world.

More ways to keep your children safer and more 
secure online

Be aware of all the ways people connect 
to the Internet. Young people have many 
options to connect to the Internet beyond 
a home computer such as smartphones, 
tablets, gaming consoles and even TVs. Be 
aware of all the ways and devices (including 
what they do at friend’s houses) your children 
are using and be sure they know how to use 
them safely and responsibly.

Talk to other parents. When and how you 
decide to let your children use the Internet 
is a personal parenting decision.  Knowing 
what other parents are thinking and allowing 
their children to do is important and can 
be helpful for making decisions about what 
your children do online.

Know the rules. Not all online services are 
for kids. Even some of the most popular 
social networking services and other sites 
are meant only for use by people 13 and 
older. There are many terrific sites designed 
specifically for younger children that provide 
a safer, more secure and age-appropriate 
environment. Also, do not just tell them 
the rules but also spend time with them 
online and show them that you are the most 
trustworthy when it comes to internet.

The pace of change of technology is incredible 
and our children are growing up in a fast 
moving digital world immersed with technology 
which connects us with the wider world.  The 
Internet is a wonderful place for learning and 
entertainment and it can be hard to keep up 
with the rate of change, to feel confident in the 
use of technology and to keep our children safe. 
Here is some guidance for parents from www.
staysafeonline.org (Raising Digital Citizens) 
on how you can keep your children safe and 
support in understanding internet safety and 
digital technologies.

Remain positively engaged and support 
their good choices. Pay attention to and 
know the online environments your children 
use. Join the fun and take interest as it will 
allow you to have a better sense of what 
they are doing and what sort of things they 
are coming in contact with. 

Keep a clean machine and know the 
protection features of the websites and 
software your children use safety and security 
start with protecting all family computers with 
a security suite (anti-virus, anti-spyware, and 

firewall) that is set to update automatically. 
Use your browser history, cache and cookies 
to find out what sites your kids are visiting; 
not to spy on them, but as a spot check every 
now and then would be a good idea.  Some 
websites offer internet safety tools which 
helps you control, track and/or limit what kids 
do online.  But remember that your home 
isn’t the only place they can go online and 
safety tools are not a replacement for strong 
parenting.

Review privacy settings. Explain how you 
can use privacy settings to make sure only 
approved friends can see posts & images 
on social networking sites. Decide together 
which settings provide the appropriate 
amount of protection for each child.

Help your children identify safe, credible 
websites and other digital content, and be 
cautious about clicking on, downloading, 
posting, and uploading content.

Teach critical thinking and explain the 
implications. Help your children understand 
the public nature of the Internet and its risks 
as well as benefits. Be sure they know that 

ANY DIGITAL INFO 
THEY SHARE, 
SUCH AS EMAILS, 
PHOTOS, OR 
VIDEOS, CAN EASILY 
BE COPIED AND 
PASTED ELSEWHERE
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Stay current and keep pace with new ways 
to stay safe online. The online world is ever 
changing. New services with great features 
continually emerge. Keep yourself informed 
to better understand the digital life your 
children experience as well as any concerns 
you may have for your children.

Consider separate accounts on your 
computer: Most operating systems allow 
you to create a different account for each 
user.  Each account will have its own home 
screen and, depending on the device and 
platform, a different selection of features, 
apps, and permissions. This helps you to 

protect your own data and also allows you 
to set up customized security and privacy 
settings for each child. Separate accounts 
can lessen the chance that your child might 
accidentally access, modify, change settings 
and/or delete your files.4

4 Source: Raising Digital Citizens, on https://staysafeonline.org/stay-safe-online/for-parents/raising-digital-citizens 
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NOTES

AS A CHILD GETS OLDER, 
AND TECHNOLOGY 
CHANGES, MAKE SURE 
TO CONTINUE TALKING 
ABOUT WHAT THEY ARE 
DOING ONLINE AND 
HOW TO STAY SAFE.



USEFUL LINKS

BeSmartOnline!

https://www.besmartonline.org.mt

Facebook 

https://www.facebook.com/saferinternet.mt/

Twitter

https://twitter.com/MCAMalta

Office of the Commissioner for Children

https://tfal.org.mt/

Online Abuse Reporting

https://childwebalert.gov.mt/

Better Internet for Kids

https://www.betterinternetforkids.eu/
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DIRECTORATE LEARNING AND
ASSESSMENT PROGRAMMES


